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days in advance of the expiration of the
certificate holder’s CSOS digital cer-
tificate.

(c) If a CSOS certificate holder ap-
plies for a renewal before the certifi-
cate expires, the certificate holder may
renew electronically twice. For every
third renewal, the CSOS certificate
holder must submit a new application
and documentation, as provided in
§1311.25.

(d) If a CSOS certificate expires be-
fore the holder applies for a renewal,
the certificate holder must submit a
new application and documentation, as
provided in §1311.25.

§1311.45 Requirements for registrants
that allow powers of attorney to ob-
tain CSOS digital certificates under
their DEA registration.

(a) A registrant that grants power of
attorney must report to the DEA Cer-
tification Authority within 6 hours of
either of the following (advance notice
may be provided, where applicable):

(1) The person with power of attorney
has left the employ of the institution.

(2) The person with power of attorney
has had his or her privileges revoked.

(b) A registrant must maintain a
record that lists each person granted
power of attorney to sign controlled
substances orders.

§1311.50 Requirements for recipients
of digitally signed orders.

(a) The recipient of a digitally signed
order must do the following before fill-
ing the order:

(1) Verify the integrity of the signa-
ture and the order by having the sys-
tem validate the order.

(2) Verify that the certificate hold-
er’s CSOS digital certificate has not
expired by checking the expiration
date against the date the order was
signed.

(3) Check the validity of the certifi-
cate holder’s certificate by checking
the Certificate Revocation List.

(4) Check the certificate extension
data to determine whether the sender
has the authority to order the con-
trolled substance.

(b) A recipient may cache Certificate
Revocation Lists for use until they ex-
pire.

§1311.55

§1311.55 Requirements for systems
used to process digitally signed or-
ders.

(a) A CSOS certificate holder and re-
cipient of an electronic order may use
any system to write, track, or main-
tain orders provided that the system
has been enabled to process digitally
signed documents and that it meets the
requirements of paragraph (b) or (c) of
this section.

(b) A system used to digitally sign
Schedule I or II orders must meet the
following requirements:

(1) The cryptographic module must
be FIPS 140-2, Level 1 validated, as in-
corporated by reference in §1311.08.

(2) The digital signature system and
hash function must be compliant with
FIPS 186-2 and FIPS 180-2, as incor-
porated by reference in §1311.08.

(3) The private key must be stored on
a FIPS 140-2 Level 1 validated cryp-
tographic module using a FIPS-ap-
proved encryption algorithm, as incor-
porated by reference in §1311.08.

(4) The system must use either a user
identification and password combina-
tion or biometric authentication to ac-
cess the private key. Activation data
must not be displayed as they are en-
tered.

() The system must set a 10-minute
inactivity time period after which the
certificate holder must reauthenticate
the password to access the private key.

(6) For software implementations,
when the signing module is deacti-
vated, the system must clear the plain
text private key from the system mem-
ory to prevent the unauthorized access
to, or use of, the private key.

(7) The system must be able to
digitally sign and transmit an order.

(8) The system must have a time sys-
tem that is within five minutes of the
official National Institute of Standards
and Technology time source.

(9) The system must archive the
digitally signed orders and any other
records required in part 1305 of this
chapter, including any linked data.

(10) The system must create an order
that includes all data fields listed
under §1305.21(b) of this chapter.

(c) A system used to receive, verify,
and create linked records for orders
signed with a CSOS digital certificate
must meet the following requirements:
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(1) The cryptographic module must
be FIPS 140-2, Level 1 validated, as in-
corporated by reference in §1311.08.

(2) The digital signature system and
hash function must be compliant with
FIPS 1862 and FIPS 180-2, as incor-
porated by reference in §1311.08.

(3) The system must determine that
an order has not been altered during
transmission. The system must invali-
date any order that has been altered.

(4) The system must validate the dig-
ital signature using the signer’s public
key. The system must invalidate any
order in which the digital signature
cannot be validated.

(6) The system must validate that
the DEA registration number con-
tained in the body of the order cor-
responds to the registration number as-
sociated with the specific certificate by
separately generating the hash value of
the registration number and certificate
subject distinguished name serial num-
ber and comparing that hash value to
the hash value contained in the certifi-
cate extension for the DEA registra-
tion number. If the hash values are not
equal the system must invalidate the
order.

(6) The system must check the Cer-
tificate Revocation List automatically
and invalidate any order with a certifi-
cate listed on the Certificate Revoca-
tion List.

(7) The system must check the valid-
ity of the certificate and the Certifi-
cation Authority certificate and invali-
date any order that fails these validity
checks.

(8) The system must have a time sys-
tem that is within five minutes of the
official National Institute of Standards
and Technology time source.

(9) The system must check the sub-
stances ordered against the schedules
that the registrant is allowed to order
and invalidate any order that includes
substances the registrant is not al-
lowed to order.

(10) The system must ensure that an
invalid finding cannot be bypassed or
ignored and the order filled.

(11) The system must archive the
order and associate with it the digital
certificate received with the order.

(12) If a registrant sends reports on
orders to DEA, the system must create
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a report in the format DEA specifies,
as provided in §1305.29 of this chapter.

(d) For systems used to process CSOS
orders, the system developer or vendor
must have an initial independent third-
party audit of the system and an addi-
tional independent third-party audit
whenever the signing or verifying
functionality is changed to determine
whether it correctly performs the func-
tions listed under paragraphs (b) and
(c) of this section. The system devel-
oper must retain the most recent audit
results and retain the results of any
other audits of the software completed
within the previous two years.

§1311.60 Recordkeeping.

(a) A supplier and purchaser must
maintain records of CSOS electronic
orders and any linked records for two
years. Records may be maintained
electronically. Records regarding con-
trolled substances that are maintained
electronically must be readily retriev-
able from all other records.

(b) Electronic records must be easily
readable or easily rendered into a for-
mat that a person can read. They must
be made available to the Administra-
tion upon request.

(c) CSOS certificate holders must
maintain a copy of the subscriber
agreement that the Certification Au-
thority provides for the life of the cer-
tificate.

Subpart C—Electronic
Prescriptions

SOURCE: 75 FR 16310, Mar. 31, 2010, unless
otherwise noted.

§1311.100 General.

(a) This subpart addresses the re-
quirements that must be met to issue
and process Schedule II, III, IV, and V
controlled substance prescriptions
electronically.

(b) A practitioner may issue a pre-
scription for a Schedule II, III, IV, or V
controlled substance electronically if
all of the following conditions are met:

(1) The practitioner is registered as
an individual practitioner or exempt
from the requirement of registration
under part 1301 of this chapter and is
authorized under the registration or
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